
R
ick Muir, director of  the independent

policing think-tank the Police Founda-

tion, recently predicted that artificial

intelligence (AI) and machine learning

were set to play a role in crime and polic-

ing that until relatively recently “would have been

the stuff  of  science fiction” (see PP652).

It has been described as bringing a huge

opportunity to “empower officers”, with the ability

to “drive vital intelligence and utilise the vast

stores of  data that the police and other agencies

hold to tackle criminality”.

And new research just published found that AI

and data sharing technologies were now the most

important tools officers use when investigating

child sexual abuse (CSA) crimes.

In the US, hundreds of  police forces and

thousands of  police officers are already using AI

and advanced facial recognition tools to identify

young, vulnerable people being trafficked for sex,

and to also identify the individuals organising

the trafficking operations and profiting

from them behind the scenes.

The proliferation of  CSA content

is reaching mammoth

proportions because of  the

development of  technology,

such as cloud services and

the darkweb.

A survey of  450 police

officers fighting CSA crime

globally has found that AI

technology is one of  the

most important and useful

of  emerging technologies

for identifying and

safeguarding victims.

The NetClean Report 2019

polled users of  Griffeye, a

platform for managing,

building and sharing digital

media intelligence and used by law

enforcement agencies globally to

tackle CSA. Respondents said they

had collectively saved 3,707

children from sexual abuse

throughout 2018.

And all agreed that AI and better investigation

and data collaboration tools were vital in tackling

modern-day CSA.

Eric Oldenburg, law enforcement liaison officer

at Griffeye and a former CSA investigator with the

Phoenix Police Department, said: “The increasing

volume of  child sexual abuse material that needs to

be analysed is a major barrier in the way of

efficient investigations and saving children’s lives

globally.

“Technology is moving at the speed of  light,

making it easier to create and store a huge volume

of  CSA material than it has ever been. This is a

major challenge for law enforcement, and therefore

it is key that departments are resourced with more

critical technology – as well as more staff  –

because ultimately this will result in cases being

resolved faster, more abusers being jailed and more

children being rescued.”

Overcoming a ‘roadblock’

Twenty-one per cent of  officers questioned in the

survey said AI technology helps to filter relevant

data, prioritise work, reduce their exposure to

traumatic material and speed up victim

identification. 

One in five police officers say they have now used

AI in their investigations. And almost 80 per cent

say it is useful for identifying child sexual abuse

content.

Almost a third also said that software which helps

with investigative work and analysis was key, while

26.2 per cent agreed sharing of  data through

intelligence data sources was “very helpful”.

The research found that technological innovation

such as this in law enforcement was vital in

helping officers keep up with the volume of

content increasingly being produced, shared and

stored using cutting-edge technology. 

This increase in the volume of  CSA material,

coupled with the use of  cloud storage, can present

a “huge roadblock” for police

The survey found that pretty much all possible

storage devices were commonly used to store CSA

material, however, 80 per cent of  police

departments have also found content on the cloud –

DropBox (80.3 per cent) and Google Drive/Photos

(50.5 per cent) were the most commonly used cloud

storage services in CSA cases.

Out of  the cloud, CSA content was most

commonly found on computers/laptops (96.5 per
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The UK’s Internet Watch Foundation

(IWF) and the US National Centre for

Missing and Exploited Children

(NCMEC) have announced a

landmark agreement to better protect

children whose sexual abuse images

are shared and traded on the internet. 

The IWF will now share its known

‘hashes’ of child sexual abuse

imagery (digital fingerprints) with

internet companies in the US and

beyond through a platform hosted by

the NCMEC. It says this is a giant

step forward in the continuing effort to

provide internet companies around

the world with greater access to a

larger pool of hashes to stop the

upload, sharing and storage of this

criminal imagery on their platforms. 

The NCMEC operates the

CyberTipline, a centralised reporting

system for the online sexual

exploitation of children. It also

functions as a global hub for hash

sharing with internet companies. With

the addition of IWF’s hashes,

NCMEC’s platform now contains

more than 3.5 million hashes of child

sexual abuse imagery.

IWF chief executive officer Susie

Hargreaves said: “This will be the

biggest quality-assured database of

child sexual abuse hashes in the

world. The IWF/NCMEC

collaboration has been inspired by

our joint determination to make it as

easy as possible to remove child

sexual abuse images for the benefit

of the victims pictured. 

“Child sexual abuse material is a

global issue which knows no

geographical boundaries. This hash

sharing agreement joins up efforts to

ensure that the best service is given

to victims of sexual abuse, and the

best efforts are made by NGOs (non-

governmental organisations) and

internet companies to rid the web of

duplicates of child sexual abuse

images.”

IWF actively searches the internet

for new and duplicate images of child

sexual abuse, as well as taking

reports from the public, police and

internet companies. This means new

imagery grows on a daily basis. There

are currently more than 420,000

unique hashes on the IWF list.

“The expanded partnership and

addition of IWF’s hashes to the

NCMEC platform is groundbreaking,”

said John Clark, president and chief

executive officer of the NCMEC. “This

will go a long way in ensuring the

safety of children around the world.

“Two of the largest organisations

working to combat the online sexual

abuse of children are joining forces to

make sure survivors of this horrific

abuse have some peace of mind that

there are increasing safeguards in

place to reduce the amount of

content being circulated online. This

agreement is a game-changer.” 

cent), mobile phones (93.1 per cent) and USB sticks

and other portable storage devices (88.7 per cent).

The use of  cloud storage is a huge challenge for

the police because not only does it allows offenders

to store more material than ever before, it is also

easier to share this material anonymously, making

it harder to sift through all content when managing

a case and tracking down the offenders.

With this in mind, researchers say it is more

important than ever that law enforcement has use

of  technology that can pre-categorise material and

filter out relevant content to manage the workload,

as well as technology that supports seamless

information sharing to avoid duplicative work.

Among other important findings, 37.7 per cent of

officers said that live-streamed CSA was now very

common in investigations, which is challenging

because they can gather evidence only if  viewers

have deliberately recorded a stream.

And almost 50 per cent of  officers said the biggest

challenge faced in CSA investigations was

encryption, because it either prevents or makes it

difficult for investigators to access evidence.

Other key challenges were the use of  [the

anonymous communication software] TOR and the

darkweb (19.7 per cent of  officers) and the use of

cloud storage that can be easily wiped (17.8 per

cent) by offenders when under investigation.

Jim Cole, supervisory special agent from the US

Homeland Security Investigations team in

Nashville, Tennessee, said: “The technological

development that is having the single most impact

on child sexual abuse investigations is AI. I have

used AI for many years now and in the past two or

three years there have been some incredible

developments. I don’t think there will be a time

during my career where we can blindly rely on

computers and algorithms to do our work, however,

in the not too distant future we might be able to

automate up to 90 per cent of  what we today are

doing manually. This will cut down on the time and

resource that we spend reviewing images and will

free up time for people to work on more cases.”

Mr Oldenburg added: “The UK is arguably one of

the countries leading the way globally, placing CSA

on the same priority level as counter-terrorism.

This has meant that recently more technology

companies are prioritising development to support

CSA investigations.

“This means that the industry can now

collaborate much more to help law enforcement

tackle this crime. That being said, there is still

much more that needs to be done to turn things

around.”

‘Game-changer’ in combating
online sexual abuse of children
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